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Abstract 

Samba is a powerful tool that enables seamless file and printer sharing to Server Message Block 

and Common Internet File System (SMB/CIFS) clients from a Linux server or desktop computer. 

With Samba technology, an organization can even connect a Linux machine to a Windows Domain. 

the services created by running Samba are available to Linux, macOS, and Windows clients. It's 

an essential service to run in organizations that support multiple operating systems, and it's even 

useful on homogenous networks. The article is designed to outline the step by steps procedures 

involved in setting up Samba Server in Ebonyi State University ICT Department. 

 

1. Introduction 

Samba is an open-source application suite which provides services such as file and print to Server 

Message Block (SMB) or Common Internet File System (CIFS) clients. Samba is publicly 

available software package, which allows for interoperability between different operating system 

platform such as Unix/Linux and windows-based clients. Samba uses the Transmission Control 

protocol/Internet Protocol (TCP/IP) installed on the server machine to interact with the windows-

based client in order to share folders, files and printer devices among themselves [1]. 

The (SMB) Server Message Block Protocol is a client-server communication protocol that is used 

for sharing access to files, printers, serial ports, and other resources on a network. The (CIFS) 

Common Internet File System Protocol is a dialect of the SMB protocol. A collection of message 

bundles that describes a distinct variant of a protocol is called a dialect [2]. 

Samba has provided secure, stable and fast file and print services for all clients using the 

SMB/CIFS protocol, such as all versions of DOS and Windows, OS/2, Linux and many others. 

Samba is an important component to seamlessly integrate Linux/Unix Servers and Desktops into 

Active Directory environments. It can function both as a domain controller or as a regular domain 

member. Samba is a software package that gives network administrators flexibility and freedom 

in terms of setup, configuration, and choice of systems and equipment. Because of all that it offers, 

Samba has grown in popularity, and continues to do so, every year since its release in 1992 [1],[3]. 
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2. Prerequisites  

In order to install Samba, we will need to log into our CentOS server as a user with sudo 

privileges, or as the root user. 

• CentOS Server (installed and running) 

• Configure Network Adapter to acquire IP dynamically or statically assign IP to the 

Server  

• Root access to the Server 

• Internet connectivity 

• Fully Qualified Domain Name (optional) [4] 

2.1 Disable Firewall and Selinux Temporarily 

Instructions: 

1. Type: service iptables stop at the terminal to temporarily disable firewall 

2. Type: set enforce 0 at the terminal to temporarily disable selinux service [5] 

 

 

2.2 Installation of Samba Server on CentOS 

To install samba file server on CentOS and its dependencies files, run the yum command at 

the terminal as shown below: 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1: Installing samba and its dependencies 
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3. Configure Samba Server 

Samba Server can be configured in two modes, namely Graphical Configuration or Command 

Line Configuration 

3.1 Graphical Configuration 

Instructions: 

i. To configure samba server in GUI mode, we need to install Samba Web Application 

Tool (SWAT) using the yum command as follows: 

 

 

 

 

 

 

 

 

Fig. 2: Showing files installed on CentOS Server 

Fig. 3: SWAT installation 
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ii. Open the Samba-SWAT configuration file using vi editor  

 

 

 

 

  
Fig. 4: Open SWAT Configuration file 
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iii. Edit the Samba-SWAT configuration file as shown below 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

iv. Start the samba services and flag it for automatic start on sever reboot 

 

 

 

 

 

 

 

 

v. Open the web browser and type the samba server IP Address or FQDN at port 901 

and provide the Server username and password as shown below 

 

 

 

 

 

 

Fig. 5: Edited SWAT File 

Save and Quit 

 

 

Fig. 6: Start Samba Services 

Fig. 7: Samba Server GUI login page 
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After successful login, the Samba Server GUI appear as shown below 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 8: Samba Server Home Page 
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3.2 Command Line Configuration 

We will be using command line configuration in setting up our samba server 

Step 1: Create a Samba shared directory using the command: mkdir –p   

   /home/samba_share 

Step 2: Create a group called “sambausers” that will share the directory using the command: 

groupadd sambausers 

Step 3: Add two users in the “sambausers” group created, so that they can access the 

samba_share directory. This will be achieved using:  

i. useradd –g sambausers Louis 

ii. useradd –g sambausers Jerry 

Step 4: Create password for the two users added to the group and verify the password when 

prompted 

i. passwd Louis 

ii. passwd Jerry 

Step 5: Add the users (Louis and Jerry) to Samba User Account and enter smb password when ask 

to do so 

i. smbpasswd –a Louis 

ii. smbpasswd –a Jerry 
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Step 6: Configure the Samba Server Configuration file  

Instruction: 

1. Open the samba file using vi /etc/samba/smb.conf 

2. Configure the samba global setting section in the smb.conf file to allow client machine to 

access the samba services 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 9: Creating of Samba Account 
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3. Setup the samba share directory 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

4. Change the ownership, permissions of the shared directory and restart the samba services 

 

 

Fig. 11: setup samba_share directory 

 

Fig. 10: Modify (Left Hand Side) and Default (Right Hand Side) smb.conf Settings 
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5. Test the samba configuration 

The command: testparm is used to check/test the Samba file for any configuration error. 

We will execute the command as shows: 

 

 

 

 

 

 

 

 

 

 

 

6. Accessing the Samba Share directory from the client machine 

 

 

 

 

 

 

 

Fig. 12: change ownership, permission and restart services 

Fig. 13: Testparm command 
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Click Start Menu -> Select Run and enter the IP of the samba Server as shown below: 

 

 

 

 

 

 

 

7.  
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